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Taking Control of Connections

Once you've created applications with Macromedia Flash
Communication Server MX, you may decide to have more control over
all the connection requests your application is likely to receive. In this
article, | take a look at two common ways of controlling connections:
connection limits and password protections.

Limiting Connections
If you're running more than one application from Flash Communication
Kristopher Schultz Server, sooner or later you'll have to limit the number of connections
Senior Interactive each application uses, especially if your applications become popular.
. Devek_’per After all, you don't want your multiuser water balloon game to become
Mills/James Productions ) ; . . e e .
inaccessible because your virtual dating application is hogging all of
your server's connections. My recipe for limiting connections works
with any communications application.
Let's start by looking at what really happens when a Macromedia Flash file connects to Flash
Communication Server. Unless you specify otherwise, Flash Communication Server always accepts a
connection request made by a client until it has no more connections left to offer. If you want to change
this behavior, you need to provide the server with some rules to use when deciding whether it should
allow or reject a connection. Writing a little bit of server-side ActionScript accomplishes this task.

Suppose you want no more than five users to connect to your application at one time. Create a new text
file in your preferred text editor and save it as main.asc. The main.asc file allows you to add new
capabilities to your communications application. Place the following code inside this file:

application.onConnect = function ( pClient ) {
if ( application.clients.length >= 5 ) {
application.rejectConnection (pClient) ;
} else {
application.acceptConnection (pClient) ;

Here's what the code really does, line by line:

application.onConnect = function ( pClient ) {

Application.onConnect is an event that's triggered anytime a client has just made a temporary
connection to the server. At this point the server must decide whether to allow the connection to
continue or reject and close the connection. Building a function that attaches to this event is a
convenient way for your server to follow some rules when making this decision.
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if ( application.clients.length >= 5 ) {

Every application instance has an array called clients, which contains references to each client
whose connection to the application has been accepted. Checking the 1ength property of this array
tells you how many clients are currently connected. By comparing this value to a number of your
choosing, you can set a threshold above which some code will be executed. In this case, you are
checking to see if there are five or more clients connected. Note that because the connection request
that triggers the onConnect event hasn't been officially "approved" yet, it doesn't count as one of the
clients in the clients array, even though it's taking up one of the server's available connections, at
least temporarily.

application.rejectConnection (pClient) ;

This code is executed when the number of connections is at or above your limit of five. First it sends a
status code to the client indicated by pClient, which looks like this:

"NetConnection.Connect.Rejected"

Then it immediately closes the temporary connection. Take note of the status code above, as you will
refer to it later.

} else {
application.acceptConnection (pClient) ;

This code is executed when the number of connections is below your limit of five. It simply allows the
connection to continue and sends the following status code to the client:

"NetConnection.Connect.Success"

That's all the code you need for the main.asc file. Place this file inside your application's Flash
Communication Server directory. The contents of main.asc are only referenced when the application
first starts up, so if an instance of your application is already running on the server, restart it so your new
script takes effect.

Now that you've given the server the power to decide when to allow a connection, let's give the client a
way to gracefully react to the server's decision.

Inside your Macromedia Flash file write the following function to handle making a connection to the
server. It's common practice to place functions like this on the first frame of your movie to ensure it'll be
available when you need to call it:

function doConnect () {
vConn_nc = new NetConnection();
vConn_nc.connect ("rtmp://yourflashcomserver.com/yourApp") ;
vConn_nc.onStatus = function ( pInfo ) {
if ( pInfo.code == "NetConnection.Connect.Success" ) {
gotoAndPlay ("Start");
} else if ( pInfo.code == "NetConnection.Connect.Failed" ||
pInfo.code == "NetConnection.Connect.Rejected" )

gotoAndPlay ("Access Denied");
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Here's what the code really does, line by line.

vConn_nc = new NetConnection();
vConn_nc.connect ("rtmp://yourflashcomserver.com/ourApp") ;

When the function is called, a new NetConnection object is created and an attempt is made to connect
to your application.

vConn_nc.onStatus = function ( pInfo ) {

NetConnection.onStatus is an event that's triggered anytime the status of the connection
changes. By building a function and attaching it to this event, your client file can react to these changes.
Specifically, it can react to messages that result from the server's decision to accept or reject the
connection. The information that the server provides is passed to the function as a special information
object, which you've referred to using the parameter name pInfo.

if ( pInfo.code == "NetConnection.Connect.Success" ) {
gotoAndPlay ("Start");

If the code property of the pInfo object indicates a successful connection, the client file jumps to a
label on the main timeline called "Start" and the user can begin working with your application.

} Else if ( pInfo.code == "NetConnection.Connect.Failed" || pInfo.code ==
"NetConnection.Connect.Rejected" ) {
gotoAndPlay ("Access Denied");

Here you are actually responding to two different possible conditions. As | mentioned earlier, if the
server reaches its overall connection limit, any attempt to connect will immediately fail and the client will
see the "NetConnection.Connect.Failed" status code. If the server still has connections available but
your application has reached its connection limit, as defined in your main.asc file, then the client will
receive the "NetConnection.Connect.Rejected" status code. In either case, the client file jumps to a label
on the main timeline called "Access Denied," where you could provide a message explaining that the
maximum number of users has been reached and that the visitor should try again later.

That's all you need to do to limit the number of users who can connect to your application at any given
time. That wasn't too complicated, was it? Now that you have that under your belt, let's explore another
type of connection control: password protection.

Protecting with Passwords

In addition to controlling how many people can use your application at once, you might occasionally
want to control who can use your application. One simple way to accomplish this is by asking users for a
password before allowing them to connect. Let's look at how you can modify the connection control
code you've already created so that it also checks for a password.

Start by changing the doConnect () function in your Macromedia Flash file. The modifications are
shown in bold:

function doConnect ( pPassword ) {

vConn_nc = new NetConnection();
vConn_nc.connect ("rtmp://yourflashcomserver.com/yourApp", pPassword);
vConn_nc.onStatus = function ( pInfo ) {

if ( pInfo.code == "NetConnection.Connect.Success" ) {

gotoAndPlay ("Start");
} else if ( pInfo.code == "NetConnection.Connect.Failed" ||
pInfo.code == "NetConnection.Connect.Rejected" )
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if ( pInfo.application.message == "wrong password" ) ({
gotoAndPlay ("Wrong Password") ;

} else {
gotoAndPlay ("No Connections") ;

}

Let's look at the modifications line by line:

function doConnect ( pPassword ) {
vConn_nc = new NetConnection();
vConn _nc.connect ("rtmp://yourflashcomserver.com/yourApp", pPassword);

We modified this function so that you can now pass it a password string as a parameter. The parameter
is now called pPassword. In your movie, you need to provide the user with a password input field and
use the text of that field as your password string when triggering this function. The password is sent to
the server by passing it as a parameter with your connection request.

vConn_nc.onStatus = function ( pInfo ) {

if ( pInfo.code == "NetConnection.Connect.Success" ) {
gotoAndPlay ("Start");

} else if ( pInfo.code == "NetConnection.Connect.Failed" ||

pInfo.code == "NetConnection.Connect.Rejected" )

{

if ( pInfo.application.message == "wrong password" ) {
gotoAndPlay ("Wrong Password") ;

} else {

gotoAndPlay ("No Connections") ;
}

You still check for a successful connection the same way as before. But this time when the client
receives a "Failed" or "Rejected" status code, you have to determine whether the failure was due to a
lack of available connections or because the user provided the wrong password.

Do this by checking for a custom message in the application parameter of the pInfo object sent
from the server. If the message is "wrong password," send the main timeline to a label called "Wrong
Password" to inform the user of their mistake. Otherwise, you can assume that the connection wasn't
made because of a lack of available connections. In that case send the main timeline to a label called
"No Connections."

But how exactly does the server send a custom message like "wrong password"? In your main.asc file,
make the following modifications shown in bold:

application.onConnect = function ( pClient, pPassword ) {

if ( application.clients.length > 5 ) {
application.rejectConnection (pClient) ;

} else if ( pPassword != "abcl23" ) {
var vError = new Object();
vError.message = "wrong password";
application.rejectConnection (pClient, vError);

} else {
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application.acceptConnection (pClient) ;

Let's see what these modifications accomplish:
application.onConnect = function ( pClient, pPassword ) {

At the beginning of your function definition you've added a parameter called pPassword so that you
can use it to address the password string that the client file would be sending when it tries to connect.

If ( application.clients.length > 5 ) {
application.rejectConnection (pClient);

As before, you still immediately reject the connection if the connection limit has been exceeded.

} Else if ( pPassword != "abcl23" ) {
var vError = new Object() ;
vError.message = "wrong password";
application.rejectConnection (pClient, vError);

This code determines where your password check occurs. If the user's password doesn't match the
password you're looking for-in this case, "abc123"-you need to reject the connection. In addition to
simply rejecting the connection, you want to provide a custom message so that the client knows the
rejection resulted from an incorrect password. Do this by creating an object, called vError. Add a
parameter to the object called message and assign it the value "wrong password." By adding the
vError object as a second parameter to your rejectConnection () call, it will return to the client
and be interpreted by the client code you added earlier.

} Else {
acceptConnection (pClient) ;

Finally, if the connection attempt passes both the connection limit test and the password check, you
allow the connection to continue.

That's it. With just a little bit of server-side and client-side code, you've now got two simple, yet powerful,
ways to control connections to your applications.
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