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SEPTEMBER 2002 

Secure Design with Flash Communication 
Server MX 

Macromedia’s Flash Communication Server MX platform 
enables the creation of  compelling applications through the 
exchange of  streaming media content.  Because security 
features are essential in the widespread deployment of  
applications, Flash Communication Server MX provides 
functionality that protects both application and host platform.  
This brief  identifies design and development practices that 
make effective use of  the security features within Flash 
Communication Server MX. 

 P r o d u c t  B r i e f i n g

@stake partnered with Macromedia to assess the design and operation of  the 
Macromedia Flash Communication Server MX with respect to industry best practices 
in security. 

��An Application Architecture Assessment included a review of  the 
application’s design, its interactions with the operating system and external 
components, and its handling of  potentially confidential data.   

��An Application Penetration Assessment provided a practical 
demonstration of  the security aspects of  Flash Communication Server MX by 
attempting to circumvent those features intended to protect the confidentiality 
and integrity of  the application, its data, and its host platform. 

Like all software, Flash Communication Server MX functions according to the 
requirements and expectations of  its design scope.  This document describes the 
boundaries within which Flash Communication Server MX meets requirements to 
protect its operation, data, and host platform.  Developers should design and develop 
their applications within these boundaries to retain the intended security properties of  
this platform. 

Flash Communication Server MX Architecture Overview 

Flash Communication Server MX is comprised of  two functional components that 
manage different aspects of  the product’s operation:  
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��A back-end administration server controls operation of  Flash Communication 
Server MX. 

�� Flash Communication Server MX provides the environment in which server 
applications run, network connectivity for the applications, and interactions with 
the host operating system. 

It is important to note that a Flash Communication Server MX application generally 
does not work in isolation—it requires interaction either with a Flash Player 
application (SWF), with other Flash Communication Server MX applications, or with 
other components capable of  interacting with it. 

Server applications run within the confines of  the ActionScript Interpreter, which 
provides objects and methods to interact with entities outside the server, either on the 
host system or elsewhere on the network.  Flash Communication Server MX 
implements the protocols that the server application uses to communicate across the 
network, and it places limitations on the nature of  the server application’s interactions.  
Finally, Flash Communication Server MX constrains an application’s use of  the file 
system by performing file I/O operations for the application. 

Flash Communication Server MX Security Features 

This section analyzes the key Flash Communication Server MX security features. 

Domain Oriented Access Control 

Domain Name Service, or DNS, is the infrastructure component of  the Internet that 
acts as a directory, allowing the use of  mnemonic names, such as 
“www.macromedia.com,” to identify computers.  The Flash Communication Server 
MX remote shared object implementation relies on the accuracy of  DNS to identify 
Flash Player applications that are authorized to access specific shared objects.  
Distributed server applications rely on DNS to locate peer servers. 

DNS query results can be trusted within certain narrowly defined limits: 

��The DNS server and any forwarders upon which it relies are trusted to provide 
accurate lookups and are authoritative for every domain being queried. 

��DNS queries are not subject to eavesdropping or interception at any point on the 
network. 

Generally, these constraints are difficult to meet except within carefully controlled 
corporate environments.   

Flash Communication Server MX Application Security 

The security of  a Flash Communication Server MX application depends on 
effectively using the features available to it.  The following sections describe key 
features that affect the secure operation of  applications. 
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Remote Shared Objects 

Developers can choose to store data in remote shared objects that Flash 
Communication Server MX implements.  These objects facilitate synchronization 
among either multiple clients or various components within an application.  By 
default, Flash Communication Server MX relies on DNS for access control to remote 
shared objects.  Applications should either provide an alternate access control 
mechanism meeting their security requirements, or store only non-sensitive or public 
information in remote shared objects. 

Media Streams 

Interactive applications built with Flash Communication Server MX can receive and 
distribute audio and video media streams and accompanying data using Macromedia’s 
Real Time Messaging Protocol (RTMP).  This protocol, implemented by both Flash 
Communication Server MX and Flash Player 6, encapsulates media streams and data 
into a single data channel for transmission to the networking peer.  The recipient 
reconstructs the original streams and handles them as appropriate.  As RTMP is a 
cleartext protocol, applications should use it to convey only public or non-sensitive 
information when the network route between the client and server is not trusted.   

Authentication and Authorization 

Requirements for authentication and authorization vary widely by application—no 
solution satisfies all requirements.  Flash Communication Server MX assumes that 
each server application will implement authentication and authorization operations 
appropriate to its needs.   

Distributed Application Networking 

With its Action Message Format (AMF) and RTMP protocols, Flash Communication 
Server MX permits the design and implementation of  distributed server applications.  
For both AMF and RTMP, the server application typically identifies remote servers 
using their fully qualified host names, resolved through DNS.  Distributed 
applications require accurate host name resolution: the host’s system administrator 
should place trusted host names and their IP addresses in the local file used for name 
resolution, such as lmhosts, and ensure that the system will give precedence to these 
names and addresses over DNS resolution.  Likewise, server applications that 
communicate across the network should maintain their own lists of  trusted servers 
and services, rather than blindly connecting to arbitrary hosts that clients request.  
Finally, distributed application services should authenticate each other using an 
appropriate mechanism. 

Server Administration Security 

The Flash Communication Server MX administrator manages the server with an 
application that uses a Flash movie for its UI, and a Flash Communication Server MX 
application for its back end.  The administration application implements 
username/password authentication, with the UI communicating these credentials and 
subsequent actions to the server using RTMP.  To prevent disclosure of  passwords 
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and configuration information via packet sniffing, server administrators should invoke 
the administration application using a trusted communications channel.  These 
channels include Flash Communication Server MX host system itself, one or more 
trusted network segments, or a VPN between the administration console and a 
trusted network segment connected to Flash Communication Server MX.  Because 
server administration occurs on a dedicated port, a network administrator can 
configure the networking components to block unauthorized traffic to that port. 

Because Flash Communication Server MX relies on the host system’s security features 
for maintaining authentication credentials, only individuals authorized to manage 
Flash Communication Server MX should have physical access or login credentials to 
the host system.   

Server System Security 

Flash Communication Server MX is designed to protect the host platform from direct 
access by server applications while still providing certain aspects of  the platform for 
its use.  Of  primary interest is Flash Communication Server MX’s ability to limit 
access to the file system, code execution, and network access. 

File system 

Flash Communication Server MX does not permit server applications to access the 
file system directly; instead, it requires indirect access through methods it provides.  
This encapsulation permits it to control the precise location of  all the data a server 
application stores.  Flash Communication Server MX stores data in files within a 
specific directory hierarchy, using naming conventions that preclude the server 
application’s creation of  arbitrary files within the host platform’s file system.  Flash 
Communication Server MX stores the names and contents of  objects within the data 
files, permitting developers to use arbitrary names and data without interfering with 
the normal, secure operation of  the host system or affecting other server applications. 

Code Execution 

A general concern is the interaction between a server application and the target 
operating system or machine, and the security consequences to the platform if  the 
application behaves unexpectedly due to a programming error.  Flash Communication 
Server MX provides an ECMA standard based, scripted execution environment with 
proprietary extensions.  This environment, known as the ActionScript Interpreter, 
limits the interactions a server application can have with the host platform and other 
external entities by providing a set of  objects and methods that constrain the 
interactions within safe boundaries.   

ActionScript programs are not native to Flash Communication Server MX’s server 
platform, so a program that runs within the interpreter cannot run in the host 
operating system.  Furthermore, objects that an ActionScript program manipulates 
are neither executed by the interpreter or the host platform, nor stored or transmitted 
in a form that could eventually interact with the platform.  These features work 
together to help prevent ActionScript programs from escaping to the host 
environment or otherwise interacting with the host in an uncontrolled manner. 
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Network 

Flash Communication Server MX design prevents arbitrary access to the network by 
server applications.  Instead, the server provides applications with a set of  
ActionScript objects to invoke outbound network data transfers.  These objects 
support two protocols, AMF and RTMP, with neither providing access to arbitrary 
resources on the network. 

Flash Communication Server MX accepts inbound RTMP connections, including 
those from Flash Player applications and other server applications.  Flash 
Communication Server MX reconstructs data streams and objects, and passes these to 
the application without otherwise interpreting them.  This aspect of  Flash 
Communication Server MX design helps protect the platform from attempts to 
compromise it via RTMP. 

Conclusion 

Flash Communication Server MX provides a versatile platform for implementing 
streaming media Flash applications, providing security-conscious functionality with 
features that address security concerns in an externally facing placement.  Developers 
with a basic understanding of  the concepts represented in this document will be able 
to create server applications that retain the intended security properties of  Flash 
Communication Server MX platform.  The information presented here provides 
insights into the relationship and interactions among Flash Communication Server 
MX, its clients, peer servers, the target platform, and the network.  As such, it will 
facilitate the introduction of  Flash Communication Server MX into both externally 
facing placements, such as public web sites, and controlled environments, such as 
corporate intranets. 

About @stake, Inc. 

@stake provides corporations with digital security services that secure critical 
infrastructure and electronic relationships. @stake applies industry expertise and 
pioneering research to design and build secure business solutions. As the first 
company to develop an empirical model measuring the Return On Security 
Investment (ROSI), @stake works where security and business intersect. 
Headquartered in Cambridge, MA, @stake has offices in Denver, Hamburg, London, 
New York, Raleigh, San Francisco, and Seattle. For more information, go to 
www.atstake.com. 
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